All of Us Researcher Workbench: Setting up your Login.gov profile.

After connecting your eRA Commons account (if required), you will be prompted to verify your identity with Login.gov. Click the text box “Verify

your identity with Login.gov” to begin the process.

= All-/Us

RESEARCHER WORKBENCH

RESEARCHER WORKBENCH
Data Access Requirements

Step 1

Complete Registration
[} Registered Tier data

once registered, you'll have acoess to:
Q Individual (not aggregatad) data
8 Identifying information removed

‘i‘ Electronic health records

Step 2
Sign the code of conduct

=2 the necessary steps to gain access to the Al of Us datasets

m & Verify your identity with Login.gov o>
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You will be directed to a new page where you will need to click on the Login.gov icon.

Sign In

E All of Us

Go to Settings

WARNING NOTICE:
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Bl M official website of the United States government Here's how you know

D LOGIN.GOV m)

Click ‘Create an account’ if you are a
new user to Login.gov.

Click ‘Sign in’ if you are an existing
Login.gov user and skip to slide nine.

NIH is using Login.gov to allow you to
sign in to your account safely and
securely.

Email address
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On this page, you will be asked to:

1.

Enter your institutional or
personal email address
Select your language of
preference

Read the Rules of Use and
check the box next to “Check
this box to accept the
Login.gov Rules of Use”
Then click “Submit.”

&8 Anofficial website of the United States government Here’s how you know v

D LOGIN.GOV m

Create your account

Enter your email address

Select your email language preference

Login.gov allows you to receive your email communication in
English, Spanish or French.

O English (default)
QO Espaiiol

O Francais

[ Check this box to accept the Login.gov Rules of Use @

Cancel

Security Practices and Privacy Act Statement (2

Privacy Act Statement (@
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Go to the email account you provided during the account creation stage to confirm your Login.gov account.

&8 An official website of the United States government Here's how you know v

D LOGIN.GOV m

.4 Check your email
We sent an email to gl i 2 link to confirm your

email address. Follow the link to continue creating your account.

Didn't receive an email? Resend

You can close this window if you're done.
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&8 An official website of the United States government Here’s how you know v
After confirming your email, you
will be prompted to create a
password. Once you have

entered an approved password,
CIiCk ”Continue_” @ You have confirmed your email address

U LOGIN.GOV

Create a strong password

It must be at least 12 characters long and not be a commonly used
password. That’s it!

(O Show password
Password

Password strength: ...

Password safety tips 4

< Cancel account creation
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Authentication method setup

Add a second layer of security so only you can sign in to your
account.

Select your preferred option to secure your =
. . Keep this information safe. You will be locked out and have to
a CCO u nt’ t h e n CI | C k CO ntl n u e . create a new account if you lose your authentication method.
Select an option to secure your account:
For this tutorial, we selected the N
O Security key
Aut h e nticatio na p pI icatio no ptio n. Use a security key that you have. It's a physical device that

you plug in or that is built in to your computer or phone (it
often looks like a USB flash drive). Recommended because it

MORE SECURE

is more phishing resistant

O Government employee ID
Insert your government or military PIV or CAC card and enter
your PIN.

MORE SECURE

O Authentication application

Get codes from an app on your phone, computer, or tablet.

Recommended because it is harder to intercept than texts or
phone calls.

O Phone

Get security codes by text message (SMS) or phone call.
Please do not use web-based (VOIP) phone services.

LESS SECURE

O Backup codes
We’'ll give you 10 codes. You can use backup codes as your
only authentication method, but it is the least
recommended method since notes can get lost. Keep them

in a safe place.
LEAST SECURE

Cancel account creation




All of Us Researcher Workbench: Setting up your Login.gov profile.

&8 An official website of the United States government Here’s how you know v
O LOGIN.GOV

If you chose to use an authentication
application, follow the prompts on your screen K amvanthenticatiorapp
and C“Ck ”Submit” Once Step 4 On this screen is Set up an authentication app to sign in using temporary security

codes. What is an authentication app?=
complete.
o Give it a nickname

If you add more than one app, you’ll know which ones which.

o Open your authentication app

e Scan this QR barcode with your app

authen
U7BS2MUFDSBQIP3Y 2 Copy

o Enter the temporary code from your app
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ll An official website of the United States government  Here's how you -

U LOGIN.GOV m)

Now you will verify your identity. Make o - ,
sure you have all of the required T ek "Gavaa S
mformatlon avallable to you before Verify your identity to securely access
proceeding. government services

you — not someone prete
To verify your identity, you will need:

° Your State-issued ID

o Your Social Security number

You will not need the card with you.

o A phone number on a phone plan
associated with your name
You do not need
do

you the

to be the primary account holder. If you

e number that qualifie n send

eap
ification code by mail in approximately 3-7
business days

Are you missing one of these items?

li | i s >
ar r st verifyir hone or mail (' >
t hel HEZ >




All of Us Researcher Workbench: Setting up your Login.gov profile.

Read the instructions and then

check the box about sharing your oroamncov S
information for identity
verification. Then click “Continue.” o

Getting started Verify your ID Verify your Verify phone or

personal details address

Let’s get started

Identity verification happens in two parts:

Verify your identity
We’ll ask for your personal information. We'll use, keep and share
some of your personal information to verify your identity against

public records.

Secure your account

After you verify, we’ll ask you to encrypt your account. Encryption

means your data is protected and only you, the account holder, will

be able to access or change your information.

£ sy checking this box, you are letting Login.gov ask for, use, keep,

will only use it to verify

your identity. Learn more (4

Cancel
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&8 An official website of the United States government Here's how you know v

Click ‘Use your phone’ to take a oocincov  [fTF))

picture of your ID using your . :

mobile device. You may also Gutingsored  Verlyyourld  erlyyou  Vedlyphonr Secursou
upload a picture of your ID from o account
your computer.

How would you like to upload your
state-issued ID?

We'll collect information about you by reading your state-issued I1D.

We do not store images you upload. We only verify your identity.

RECOMMENDED

Take a photo with a mobile
phone to upload your ID

Upload pictures directly from your phone camera
Use your phone

Don't have a phone? Upload from your computer

Start over

Cancel
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To take a photo with your phone, enter your mobile phone number then click “Continue.”

&8 An official website of the United States government Here's how you know v

Getting starte:

D LOGIN.GOV m)

o)

d Verify your ID Verify your Verify phone or Secure your

o

Take a photo with a phone

Use the camera on your mobile phone and upload images of your ID.

We only use the images to verify your identity.
Your mobile phone must have a camera and a web browser

We'll send a text message to your device with a link. Follow that link

to your browser to take photos of the front and back of your ID.

Phone Number
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A text message with a link will be sent to your mobile device. Follow the instructions in the text message for taking and submitting a picture of your
ID to complete this stage of identity verification.

&8 An official website of the United States government Here's how you know
orosmcov [N

© O

Getting started Verify your ID Verify your Verify phone or Secure your

We sent a message to your phone

Please check your phone and follow
instructions to take a photo of your state
issued ID.

Do not close this window.
The next step will load automatically once

you verify your ID using your phone.
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&8 An official website of the United States government Here's how you know v

After confirming your ID you will U LOGIN.GOV m)

be prompted to provide your

social security number. Click © © o)

ucontinue” once thIS haS been Getting started Verify your ID Verify your Verify phone or Secure your
provided.

personal details address account

@& We have verified your state-issued 1D

Enter your Social Security number

We need your Social Security number to validate your name, date of
birth and address. Your Social Security number is encrypted. With
your consent, we share this information with the government agency

you are trying to access to verify your identity. Learn more 2

Social Security Number

(0 show Social Security Number

Start over

Cancel
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#8 An official website of the United States government Here's how you know v

Bead ano! ve|-’|fy your persona.l - m)
information is correct then click
“Continue.”

v v O

Verify your 1D Verify your
personal details

Verify your information
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@8 An official website of the United States government
U LOGIN.GOV m)

Provide a valid phone number

. . . V] ®)
that is associated with your name

and click “Continue.”

@ We have verified your personal information

Enter a phone number with your
name on the plan

this nun th phone

Il records. This is to help verify

we won't use it to call or text you

This phone number must...

e beaphoneplan iated with your name. You do not need

to be the prim nt holder
* notbe avirtual

* beaU.S.number

e (such as Google Voice or Skype

If you set up a phone for two-factor authentication, thiscan be a
different number.

Phone Number

Having trouble? Here's what you can do:

Learn more about verifying your phone number (2 >

ss by mail instead >

Cancel
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A 2-step verification code can be
either texted to your mobile
device or you can receive a
phone call. Select your
preference then click “Continue.”

&8 Anoffical website of the United States government  Here's how you know v

U LOGIN.GOV m)

o v © O

Verify your 1D Verify you Verify phone or
| details address

How would you like to receive a code?

‘ © Text message (SMS)

Get your security code via text message / SMS
O Phone call
Get your security code via phone cal

Having trouble? Here’s what you can do:

a different phone number >
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If receiving a text message was B An official website of the United States government  Here's how you know
selected, provide the one-time ooamcov  [NI)

security code that was sent to

your mobile device in the text ° ° ° o

field and click “Submit.” e S R o

Enter your security code

Ve sent a security code to 0_ This code will expire in

10 minutes

One-time security code

l

%~ Getanother code
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&8 An official website of the United States government Here's how you know v

Re-enter your password to DiLodin.any m>
confirm your account. Then click
“Continue.” - ° ° 8——3=9 O

@ We found records matching your Phone of record

Re-enter your Login.gov password to
protect your data

When you re-enter your password, Login.gov will protect the

information you've given us, so that only you can access it

Read more about how Login.gov protects your personal information (2

(O show password
Password

Forgot password? Follow these instructions

Your verified information +



All of Us Researcher Workbench: Setting up your Login.gov profile.

&8 An official website of the United States government Here's how you know
U LOGIN.GOV

Take note of your personal key, i
however you deem fit. The ° o © ° o
website provides you with i . v Wi gl
options to download, print, or
copy the code. Once the code is © You have encrypted your verified dat
recorded and/or saved, click
" ) ” Save your personal key
Contlnue. You'll  this personal key if you forget your password. If you reset

Your personal key

AR
. :

o .
Generated on September 22, 2021

Download Print Copy

Save it. Keep it safe.

Don't lose yo or share it with others. We'l

your personal key
0 ask for it if you reset your password
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Wl An official website of the United States government Here's how you know +

Verify your email address then
click “Agree and continue.” owocineov  [MH)

',_:: 2",
- ’

=
(4

l|
=

You’ve verified your identity with

Login.gov

e this information with NIH

® Email address

NIH will only use this information to connect to your account
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Return back to the All of Us
Researcher Workbench login

page and click the Refresh
button.

= All/Us

RESEARCHER WORKBENCH

RESEARCHER WORKBENCH
Data Access Requirements

Please complete the necessary steps to gain access to the All of Us datasets

Step 1
Complete Registration
(1] Registered Tier data

Once registered, you'll have access to:
Individual (not aggregated) data
f'!k |dentifying information removed
| Electronic health records
:] Survey responses
Physical measurements

o) Wearable devices

Step 2
Sign the code of conduct

@ REFRESH

> Verify your identity with Login.gov @
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After refreshing the screen, click ‘Verify your identity with Login.gov’ again to complete the process.

= AllvUs

RESEARCHER WORKBENCH

RESEARCHER WORKBENCH
Data Access Requirements

Please complete the necessary steps to gain access to the All of Us datasets.

Step1
Complete Registration
[1] Registered Tier data

Once registered, you'll have access to:

@ Individual (not aggregated) data

£ Identifying information removed © Verify your identity with Login.gov ) ) ‘
| Electronic health records

] Survey responses
Physical measurements

o) Wearable devices

Step 2
Sign the code of conduct
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Click “Grant” to allow the NIH access to your Login.gov account.

NlH National institutes of Heakth Login.Gov . 26986bch-d63d-453f-a1f0-a3292dac6e8d ~

Tuming Discovery Into Health

Consent to Share Information

All of Us is requesting access to the following information from any current and future linked identities:

= Basic profile information: First Name, Last Name

= Permissions: PHS ID, Consent, Acc on Num

with NIH Privacy Policy. You car

choose to deny consent you will not b

Settings annually

WARNING NOTICE:

ch may contain information that must be protected under the

D

o upload information

advised that if such monitoring

NIH Web Policies and Notices
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Your identity is now verified with Login.gov and you can proceed to the training modules

= All-sUs

RESEARCHER WORKBENCH

RESEARCHER WORKBENCH
Data Access Requirements

Please complete the necessary steps to gain access to the A/l of Us datasets.

Step 1

Complete Registration
[7] Registered Tier data

Once registered, you'll have access to:
@ Individual (not aggregated) data
f')\ Identifying information removed
| Electronic health records

] Survey responses

NEXT
Physical measurements

& Complete All of Us research Registered Tier training

A/, =
V devices
/Y earable devices

Step 2
Sign the code of conduct
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You are now ready to use the Researcher Workbench!

= All-/Us

RESEARCHER WORKBENCH

RESEARCHER WORKBENCH
Data Access Requirements

‘Erhank yOl’J fc:r completing all the necessary steps
lesearcher Workbench data access is compiete

Please complate the nacessary steps to gain access to the All of Us datasets

Step 1
Complete Registration
[} Registered Tier data

Step 2
Sign the code of conduct




