
ID Verification via ID.me



Overview

Table of Contents: 
1. Overview of ID.me and Login.gov verification processes: IDV All of Us - USH Doc
2. Get started with ID.me and create an account 
3. ID.me verification for U.S. based researchers
4. ID.me verification for international researchers 

https://docs.google.com/document/d/18wWA_GTcLLGpJ-08Bvr30n162haEBUXp2A6MsI_tTgY/edit?usp=drive_open&ouid=109058038688905004653&resourcekey=0-HXiNgbeeZdxMPA7UcsT4FA


Getting Started with an ID.me account 



All of Us Researcher Workbench: Setting up your ID.me profile.

After turning on Google 
2-step Verification, you 
will be prompted to 
verify your identity. Click 
the text box “GET 
STARTED” to begin the 
process.



All of Us Researcher Workbench: Setting up your ID.me profile.

You will be directed to a new page 
where you can select either ID.me or 
Login.gov to verify your identity. If 
using ID.me, click the highlighted 
box.



All of Us Researcher Workbench: Setting up your ID.me profile.

If you are a new ID.me user, click on 
'Create an ID.me account'.

Sign in with your ID.me credentials if 
you are already a user.



All of Us Researcher Workbench: Setting up your ID.me profile.

On this page, you will be asked to:
1. Enter your email address. 

a. We recommend using your personal email 
for ID verification. This ensures you'll always 
have access to your verified ID, even if you 
change jobs. 

b. Note: You can also use your Facebook, 
Apple, Google, or LinkedIn account. Avoid 
using your @researchallofus.org username.

2. Create and confirm a new password
3. Accept the ID.me Terms of Service and Privacy 

Policy
4. Finally, click on “Create Account.”



All of Us Researcher Workbench: Setting up your ID.me profile.

Go to the email account you provided 
during the account creation stage to 
confirm your ID.me account. 

Enter the verification code and click 
‘Continue’ 



All of Us Researcher Workbench: Setting up your ID.me profile.

After confirming your email, you 
will be prompted to choose a 
multi-factor authentication 
(MFA) option. 

For this tutorial, we selected 
‘Text Message or Phone Call’. 



All of Us Researcher Workbench: Setting up your ID.me profile.

If securing your account via text message or 
phone call, enter your phone number and click 
continue. 

For this tutorial, we chose to receive a 
verification code via text.

Enter the 6-digit code texted to your phone 
and click continue.



All of Us Researcher Workbench: Setting up your ID.me profile.

Now that your account is secure, you can 
optionally generate a recovery code if you lose 
access to your MFA authentication device. 

Next, select Continue.



All of Us Researcher Workbench: Setting up your ID.me profile.

Now you will verify your identity. If you 
live in the United States, you can verify 
using your Driver’s License, State ID, 
Passport or Passport Card. 

Depending on your choice, make sure you 
have all of the required information 
available to you before proceeding.

For instructions on verifying your identity 
if you live in the United States, navigate to 
the next slide. 

If you do not live in the United States,, 
select “I don’t live in the United States”. 
For instructions on verifying your identity 
if you do not live in the United States, see 
What if I don’t live in the United States?
 

https://help.id.me/hc/en-us/articles/4415907236375-What-if-I-don-t-live-in-the-United-States-


ID Verification for U.S. based researchers 



All of Us Researcher Workbench: Setting up your ID.me profile.

For this tutorial, we have selected ‘upload 
photos of your license or state ID’



All of Us Researcher Workbench: Setting up your ID.me profile.

Next you will provide consent for 
ID.me to collect Biometric Data 
and Sensitive Personal 
Information. After reading the 
terms, click the checkbox and then 
click “Continue.”



All of Us Researcher Workbench: Setting up your ID.me profile.

In this tutorial, we are verifying 
identity with Driver’s License or 
State ID. 

Enter your mobile phone number 
and click continue. 



All of Us Researcher Workbench: Setting up your ID.me profile.

ID.me will send a link to the mobile phone you provided on the previous page. Select the link on your mobile phone. You will continue with ID 
verification on your phone.



All of Us Researcher Workbench: Setting up your ID.me profile.

On your mobile phone, you will be prompted to confirm 
your email address. If it is correct, click Yes.

Note: this secure webpage is hosted by the U.S.. 
Department of Health and Human Services external 
management system (HHS XMS). 



All of Us Researcher Workbench: Setting up your ID.me profile.

You will now take photos with 
your phone. Click Get Started



All of Us Researcher Workbench: Setting up your ID.me profile.

For this tutorial, we are verifying 
with a Driver’s license or State ID.

You will take a photo of the front 
and back of your Driver’s License 
or State ID. Ensure the image is 
clear, all information is visible 
and that the document is not 
captured at an angle.

Select the link in the top box to 
add a photo of the front of your 
license. Once you take the photo, 
click continue.

Repeat the same process for the 
back of your ID.



All of Us Researcher Workbench: Setting up your ID.me profile.

Repeat the same process for the 
back of your ID.

Once complete, click ‘Submit 
your photos’



All of Us Researcher Workbench: Setting up your ID.me profile.

Next, you will provide a selfie. 
Click ‘I’m ready to take a selfie’. 
In the next screen, take a photo 
of yourself and click ‘Continue’



All of Us Researcher Workbench: Setting up your ID.me profile.

When you have completed the 
photo upload, you can return 
from your phone to your 
computer. 



All of Us Researcher Workbench: Setting up your ID.me profile.

If you verified with your passport 
instead of a Driver’s License or 
State ID, you will be prompted to 
add in your most recent address. 



All of Us Researcher Workbench: Setting up your ID.me profile.

Enter your Social Security 
number and press continue. 



All of Us Researcher Workbench: Setting up your ID.me profile.

Verify all information is correct 
and click ‘Yes’ 



All of Us Researcher Workbench: Setting up your ID.me profile.

Once ID.me has finalized ID 
verification, click ‘Allow’ to allow 
XMS Int to share that you have 
completed ID verification. 

Note: this secure webpage is 
hosted by the U.S. Department of 
Health and Human Services 
external management system 
(HHS XMS). XMS will not share 
your identity information with All 
of Us. 



ID Verification for international researchers 



All of Us Researcher Workbench: Setting up your ID.me profile.

For this tutorial, we have selected “I don’t 
live in the United States” 



All of Us Researcher Workbench

You will verify your identity on a video call 
after you upload identification documents. 



All of Us Researcher Workbench: Enter personal information 

Enter your personal information 



Enter your SSN or Taxpayer Identification 
Number.

If you do not have either, select “I have 
never been issued a U.S. Social Security 
number of Individual Taxpayer 
Identification Number.” 



All of Us Researcher Workbench: Collect Documents 



All of Us Researcher Workbench: Confirm Information



All of Us Researcher Workbench: Collect Documents 

Select a document to confirm your 
address.



All of Us Researcher Workbench: Confirm Information 



All of Us Researcher Workbench: Upload Documents

Select image from your current device or get a link to your smartphone to take a photo of your documents. 

After each upload, you will be asked to confirm the information on your documents



All of Us Researcher Workbench: Confirm Information 

Confirm Information 



All of Us Researcher Workbench: Video Verification 

Now ID.me will review your documents 
and start a video call. 

You can either wait for ID.me to start the 
video call, or click ‘Save & Exit’ to get an 
email to finish video verification later. 



All of Us Researcher Workbench: 



Complete ID verification and navigate back to 
the Researcher Workbench 





All of Us Researcher Workbench: Setting up your ID.me profile.

Click “Grant” to allow the NIH access to your ID.me account.



All of Us Researcher Workbench: Setting up your ID.me profile.
Your identity is now verified with ID.me and you can proceed to the training modules.


